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Abstract--- Generally, Sharing of medical facts through online is a challenging and critical issue. In such case, a unique 
Healthcare system is built by using the features of Cloudlet. In the existing system, the Data collection is done using 
wearable devices like Smart watch, etc., This is done by using Number Theory Research Unit (NTRU) Algorithm. And then, 
the collected data is sent to the Cloudlet before storing it in the Cloud for securing the data. The Cloudlet is implemented 
with an Intrusion Detection System (IDS) in each cloudlet to detect the entry of intruders. This secured data is then stored in 
the Cloud. This secured data will be accessed by doctors and patients. The main unhelpful side of the existing system 
preserves the privacy of data 35% only for each IDS.  To overcome this drawback, in the proposed system, the data 
collection is done by using Bayesian Algorithm and also we implement Virtual Private Network (VPN) to prevent the 
Healthcare system from the hackers. 

Index terms - Data sharing; Virtual Private Network 

——————————      ——————————
1 INTRODUCTION 

With the improvement of social insurance 
enormous information and wearable innovation, 
and also distributed computing and 
correspondence advances, cloud-helped human 
services huge information registering ends up 
basic to meet clients' ever-growing requests on 
wellbeing conference. Past work recommended 
the sharing and getting to of therapeutic 
information with just 35% of classification, i.e., 
the detection rate which explains the entry of 
intruders into the healthcare system is only 35% 
for each IDS, implemented in each cloudlet.  

Despite the fact that sharing medicinal 
information on the interpersonal organization is 
useful to the two patients and specialists, the 
touchy information may be spilled or stolen, 
which causes protection and security issues 
without proficient assurance for the mutual 
information .Therefore, how to adjust protection 
insurance with the accommodation of restorative 
information sharing turns into a testing issue 

Some of the challenging issues that are 
faced by cloud-based data sharing are mentioned 
below: 

 
 
 
 

 How to secure the clients' therapeutic related 
information amid the conveyance of information 
to the cloudlet? 

 What is the most effective method to ensure the 
information sharing in cloudlet won't cause 
security issue? 

 What are all the step by step instructions to 
successfully shield the entire framework from 
malicious attacks? 
 

To solve all the above mentioned problems, 
a Cloudlet based Healthcare system has been 
implemented.  The medical data are collected 
and transmitted to the cloudlet using wearable 
devices. The data transmitted to the cloudlet is 
encrypted using Bayesian Algorithm to prevent it 
from hackers. Once the data sent to the Cloudlet, 
the Intrusion Detection System (IDS) detects the 
intruders that hacks the medical data. As each 
cloudlet is implemented with IDS, the overall 
detection rate of all the Intrusion Detection 
System (IDS) is 70% only in the previous work. 
To improve the detection rate of the overall 
Healthcare System, Virtual Private Network 
(VPN) is implemented to the whole system. This 
secure data is finally stored in the cloud and can 
be accessed by the authorized doctors and 
patients.  

 
 

2 LITERATURE SURVEY 
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 Min Chen, Yongfeng Qian, Jing Chen, 
Kai Hwang, Shiwen Mao, Long Hu had 
done a project at 2016 on medical data 
storage using cloud. They proposed a 
healthcare system with 35% security using 
Intrusion Detection System (IDS) for each 
Cloudlet. The drawback of this proposal is 
the less security of this healthcare system 
can lead to users’ medical data leakage or 
stolen by intruders. 
 

 Y. Shi, S. Abhilash, and K. Hwang had 
proposed a paper at 2015 based on 
cloudlet security. This paper displays 
another cloudlet work design for security 
requirement to set up trusted portable 
distributed computing. The cloudlet work is 
WiFi-or versatile associated with the 
Internet. This security system sets up a 
cyber trust shield to battle against 
interruptions to separate mists, forestall 
spam/infection/worm assaults on portable 
cloud assets, and stop unapproved access 
of shared datasets in offloading the cloud. 
We have specified a sequence of 
authentication, authorization, and 
encryption protocols for securing 
communications among mobile devices, 
cloudlet servers, and distance clouds. 
Some analytical and experimental results 
prove the effectiveness of this new 
security infrastructure to safeguard mobile 
cloud services. 
 
 

 
Fig. 1-Cloudlet Architecture 

 
 

 Rongxing Lu, Xiaodong Lin, and 
Xuemin (Sherman) Shen had proposed 
at 2012. In this paper, we propose a safe 

and protection safeguarding crafty 
registering system, called SPOC, for m-
Healthcare crisis. With SPOC, advanced 
mobile phone assets including 
processing force and vitality can be 
craftily assembled to process the 
registering concentrated Personal Health 
Information (PHI) amid m-Healthcare 
crisis with negligible protection 
revelation. SPOC structure can 
efficiently accomplish client driven 
protection get to control in m-Healthcare 
crisis. 

 
 M. Shamim Hossaina, Ghulam 

Muhammad had suggested a work at 
2016. This paper shows a Health IIoT-
empowered checking system, where 
ECG and other medicinal services 
information are gathered by cell phones 
and sensors and safely sent to the cloud 
for consistent access by human services 
experts. Flag upgrade, watermarking, 
and other related investigation will be 
utilized to keep away from data fraud or 
clinical mistake by medicinal services 
experts. 

 
 Muhannad Quwaider, Yaser Jararweh 

had done a project at 2014. In this 
paper, we show a proficient enormous 
information gathering model in Body 
Area Network (BANs) utilizing cloudlet 
based framework model. The model 
backings powerful cost correspondence 
innovations through Wi-Fi innovation. 

 
 
3 SYSTEM FRAMEWORK 
 
The structure of the proposed cloudlet-based 
human services framework is appeared in Fig. 1. 
The customer's physiological information is first 
gathered by wearable gadgets. At that point, that 
information is conveyed to cloudlet from the 
neighborhood database. The following two 
imperative issues for medicinal services 
information assurance are considered: 
 

 Medicinal services information security 
assurance and sharing information. 

 To create successful countermeasures 
to keep the medicinal services database 
from being interrupted from outside. 
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These problems have been rectified in 

this proposed Healthcare System. 
 
 
4 SOFTWARE FRAMEWORK 
 
 The above mentioned problem are 
rectified by implementing the modules described 
below: 
 
 
4.1. MODULE- I 

 
 Data Collection– In the first module, 

the data is collected from the wearable devices 
like smart watch, etc., wore by the user or patient 
sends the users’ physical data to the database 
connected to the wearable device like Mobile 
Application, Website, etc., The data send to the 
database is encrypted using Bayesian Algorithm 
to prevent the collected data from the wearable 
device from being leaked or abused. 
 
4.2. MODULE- II 
 

Cloudlet based data sharing- 
Commonly, clients geologically near each other 
interface with the same cloudlet. It's imaginable 
for them to share normal viewpoints, for instance, 
patients experience the ill effects of comparative 
sort of malady trade data of treatment and offer 
related information .For this reason, we utilize 
clients' likeness and notoriety as information 
.After we get clients' put stock in levels, a specific 
limit is set for the examination. When coming to 
or surpassing the limit, it is viewed as that the 
trust between the clients is sufficient for 
information sharing. Something else, the 
information won't share to low confide in level. 
This trust model implemented in the cloudlet 

makes the cloudlet more secure than ordinary 
cloud. 
 
 
4.3. MODULE- III 
 

Collective IDS in light of cloudlet –
mesh -There is a huge volume of medicinal 
information put away in the remote cloud, it is 
basic to apply security instrument to shield the 
database from vindictive interruptions. In this 
paper, we create particular countermeasures to 
build up a safeguard framework for the huge 
restorative database in the remote distributed 
storage. Particularly, shared IDS in view of the 
cloudlet work structure are used to screen any 
visit to the database as an assurance fringe. In 
the event that the recognition demonstrates a 
vindictive interruption ahead of time, the shared 
IDS will fire an alert and square the visit, and the 
other way around .The community oriented IDS, 
as a monitor of the cloud database, can ensure 
an immense number of restorative information 
and ensure the security of the database. 

 
4.4. MODULE- IV 
 

Storage of secure data in the cloud- 
Cloud Service Providers ensures that all critical 
data are masked or encrypted and that only 
authorized users have access to data in its entirety. 
But it is impossible to provide assurance that the 
data of data owners will always be safe in the 
remote cloud. . By using many precautions 
inbounded measures proposed in this paper before 
storing in the remote cloud. This makes the 
healthcare system more trust-worthy by preventing 
it from intruders 
 
 
4.5. MODULE-V 
 
 Virtual Private Network to the entire 
system- A Virtual Private Network (VPN) is a 
great way to add security to the browsing while 
also preventing snoopers. It encrypts the medical 
data before it leaves the client device, then that 
data stays encrypted while it travels through your 
local network and internet service provider (ISP) 
until it’s eventually decrypted by the VPN server. 
In this case, it’ll be useful in installing VPN 
software onto a web service. This makes the 
entire healthcare system protected from 
malicious attacks. 

 
5 CONCLUSIONS 
 

IJSER

http://www.ijser.org/
http://lifehacker.com/5940565/why-you-should-start-using-a-vpn-and-how-to-choose-the-best-one-for-your-needs
http://lifehacker.com/5940565/why-you-should-start-using-a-vpn-and-how-to-choose-the-best-one-for-your-needs


International Journal of Scientific & Engineering Research Volume 9, Issue 3, March-2018                                                             1009 
ISSN 2229-5518  

IJSER © 2018 
http://www.ijser.org 

In this paper, we researched the issue of 
security insurance and sharing substantial 
restorative information in cloudlets and the 
remote cloud. We built up a framework which 
does not enable clients to transmit information to 
the remote cloud with regards to secure 
accumulation of information as low. However, it 
allows clients to transmit information to a 
cloudlet, which triggers the information sharing 
issue in the cloudlet. Right off the bat, we can 
use wearable gadgets to ensure the transmission 
of clients' information to cloudlet in security. For 
privacy-saving of remote cloud information, we 
segment the information put away in the remote 
cloud and encode the information in various 
routes, to guarantee information security as well 
as quicken the productivity of transmission. 
Finally, we propose VPN to ensure the entire 
framework. 
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